
 
 
 

 
 
 

 
19 November 2024 

Request for a Proposal (RFP) 
 
TENDER NO. ATIDI/FD/APU/OBCS/002/2024 - ENTERPRISE CYBER SECURITY REVIEW 
 

The African Trade Insurance Agency (ATIDI) is a pan-African multilateral insurer founded in 2001 
by African countries. ATIDI provides trade credit and political risk insurance to companies, 
investors and lenders interested in doing business in Africa. With both a commercial and 
developmental mandate, we aim at improving Africa’s risk perception. Specifically, ATIDI covers 
risks such as expropriation, non-payment by governments, state-owned companies & corporates, 
non-honouring of sovereign and sub-sovereign obligations, currency inconvertibility and 
embargoes. 
 

ATIDI would like to undertake a Cyber Security review of its Servers, Web Applications, 
Databases, Network Infrastructure and staff members. 
 

The terms of reference included in Annex Appendix A provides the details of the assignment and 
expected deliverables. 
 

You may obtain any clarifications from ATIDI, by writing to procurement@atidi.africa and copy 
m.monda@atidi.africa   
 

Please note that (i) the costs of preparing the proposal and of negotiating the contract are not 
reimbursable as a direct cost of the assignment; and (ii) ATIDI is not bound to accept your 
proposal. 
 

The e-copy of your proposal should be submitted to procurement@atidi.africa by Tuesday, 3 
December 2024 at 1600 hours (East African Time).  
 

You are required to submit two separate files (technical and financial bids) which should be 
attached to the email as below. 
 

The Technical file should contain the technical proposal and be named as follows: 
Tender No. ATIDI/FD/APU/OBCS/002/2024 – Technical proposal - Enterprise 
Cyber Security Review. 
 

Please DO NOT include any financial information in the technical proposal as this may 
result in disqualification. 

 

The financial file should contain the financial proposal and be named as follows: 
Tender No. ATIDI/FD/APU/OBCS/002/2024 – Financial proposal - Enterprise 
Cyber Security Review. 

 

The subject line of the email should be as follows: 

Tender No. ATIDI/FD/APU/OBCS/002/2024 – Enterprise Cyber Security 
Review. 
 

The proposal should be valid for not less than 90 days from date of submission. 
 

Rodgers Siachitema 
Principal Procurement/Admin Officer  

mailto:procurement@atidi.africa
mailto:m.monda@atidi.africa
mailto:procurement@atidi.africa
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Appendix A - Terms of Reference - Enterprise Cyber Security Review. 

 

1. Introduction 

ATIDI would like to undertake a Cyber Security review of its Servers, Web Applications, 

Databases, Network Infrastructure and staff members.  

2. Objectives 

The consultant will be required to undertake the following: 

1. External Vulnerability Assessment and Penetrative testing of all externally facing hosts. 

2. Web Application Security review (both external and internal). 

3. Network Infrastructure Security review. 

4. Server Infrastructure Security review. 

5. Database Infrastructure Security review. 

6. Social Engineering Security Assessment. 

 

3. Scope 

The project will cover the following areas: 

1. Grey Box cyber security testing of all externally facing hosts and web applications. 

2. Grey Box cyber security testing of all Corporate owned Public IP Addresses. 

3. Social Engineering Security Assessment. 

4. Internal Web Application Security Assessment. 

5. Perimeter Network Infrastructure Vulnerability Assessment. 

6. Internal Network Infrastructure Vulnerability Assessment. 

7. Network Devices Security Assessment. 

8. Network Security Application Testing. 

9. Network Infrastructure Configuration Review. 

10. Server Infrastructure Configuration Review. 

11. Server Operating System Security Assessment. 

12. Database Infrastructure Configuration Review. 

13. Database System Security Assessment. 

14. Social engineering security assessment on staff members (75 Staff members). 

4. Deliverables 

The Consultant will be required to provide the following reports: 

• Inception report and Executive Summary. 

• Interim progress reports. 

• Summary of findings report. 

• Detailed report of findings clearly showing the risks, business impact and threats. 

• Detailed report of evidence demonstrating unauthorized access achieved and proof of 

concepts. 



 
 
 

4 

 
Kenya Re Towers, 5th Floor, Upperhill, off Ragati Road, P.O. Box 10620 - 00100, Nairobi, Kenya  

T: +254 20 272 6999/+254 20 271 9727  E: info@atidi.africa  W. atidi.africa 

 
 
 
 

• High level report on recommendations prioritized by Risk level. 

• Final Report. 

 

5. Location 

The operational base for the project shall be ATIDI offices in Nairobi, Kenya. 

 

6. Qualifications and Experience of the Consultant 

It is required that the consultants have the following minimum qualifications and experience: 
 

i. The consultancy company should have at least 7 years’ experience in similar project 

assignments.  

ii. The Project Manager should have at least 7 years’ experience in similar project 

assignments and the rest of the team members should each have at least 5 years’ 

experience in similar project assignments. 

iii. The Project Manager should have a Master’s degree in a relevant field and relevant cyber 

security certifications and the rest of the team members should each have a Bachelor’s 

degree in a relevant field and relevant cyber security certifications. 
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Appendix B - Preparation of Technical proposals - Standard Forms 

 
TECH-1 Technical Proposal Submission Form 
 
TECH-2 Consultant’ Experience 
 
TECH-3 Comments or Suggestions on the Terms of Reference 
 
TECH-4 Description of the Approach and Methodology and timelines for Performing the 

Assignment 
 
TECH-5 Team Composition and Task Assignments 
 
TECH-6 Curriculum Vitae (CV) for Proposed Professional Staff 
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TECH-1-Technical Proposal Submission Form 
 
[Date] 
 
To: [Name and address of Client] 
 
We, the undersigned, offer to provide the consulting services for [Insert title of assignment] in 
accordance with your Request for Proposal dated [Insert Date] and our Proposal. We are hereby 
submitting our Proposal, which includes this Technical Proposal, and a Financial. 
 
We are submitting our Proposal in association with: [Insert a list with full name and address of 
each associated Consultant if submitting as an association] 
 
We hereby declare that all the information and statements made in this Proposal are true and 
accept that any misinterpretation contained in it may lead to our disqualification. 
 
If negotiations are held during the period of validity of the Proposal, i.e., before the date indicated 
in the letter of invitation of the RFP, we undertake to negotiate on the basis of the proposed staff, 
methodology and approach. Our Proposal is binding upon us and subject to the modifications 
resulting from Contract negotiations. 
 
We undertake, if our Proposal is accepted, to initiate the consulting services related to the 
assignment. 
 
We understand you are not bound to accept any Proposal you receive. We remain, 
 
Yours sincerely, 
 
Authorized Signature [In full and initials]:         
Name and Title of Signatory:      
Name of Firm: 
Address:     
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TECH-2 Consultant’s Experience 

 
Using the format below, provide information on each assignment for which your firm, and each 
associate for this assignment, was legally contracted either individually as a corporate entity or 
as one of the major companies within an association, for carrying out consulting services similar 
to the ones requested under this assignment.  
 

Assignment name: Approx. value of the contract (in current US$ or 
Euro): 

Country: 
Location within country: 

Duration of assignment (months): 

Name of Client: Total No of staff-months of the assignment: 

Address: Approx. value of the services provided by your firm 
under the contract (in current US$ or Euro): 

Start date 
(month/year): 
Completion date 
(month/year): 

No of professional staff-months provided by 
associated Consultants: 

Name of associated Consultants, if 
any: 

Name of senior professional staff of your firm involved 
and functions performed: 

Narrative description of Project: 

Description of actual services provided by your staff within the assignment: 

 
Firm’s Name:      
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TECH-3 Comments and suggestions on the Terms of Reference 

 
[Present and justify here any modifications or improvement to the Terms of Reference you are 
proposing to improve performance in carrying out the assignment (such as deleting some activity 
you consider unnecessary, or adding others). Such suggestions should be concise and to the 
point, and incorporated in your Proposal.] 
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TECH-4-Description of approach and methodology for performing the assignment 

 
In this chapter you should explain your understanding of the objectives of the assignment, 
approach to the services, methodology for carrying out the activities and obtaining the expected 
output, and the degree of detail of such output.  
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TECH-5 Team composition and task assignments 

 

Provide information on Personnel Team Composition and Task assignment 

 
Professional Staff 

Name of Staff Firm Area of Expertise Position Assigned Task Assigned 
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TECH-6 Curriculum Vitae (CV) for Proposed Professional Staff 

 
 
1. Proposed Position:     
 
2. Name of Firm [Insert name of firm proposing the staff]:     
 
3. Name of Staff [Insert full name]:     
 
4. Date of Birth:    Nationality:     
 
5. Countries of work experience and employment record:   
 
[Starting with present position, list in reverse order every employment held by staff member since 
graduation, giving for each employment (see format here below): dates of employment, name of 
employing organization, positions held.]: 
 
From [Year]:_______________To  Year]:________________   

Employer:     

Positions held:     

  
6. Detailed Tasks Assigned 
 

 
[List all tasks to be 
performed under 
this assignment] 

Work Undertaken that Best Illustrates Capability to Handle 
the Tasks Assigned 

 
[Among the assignments in which the staff has been involved, 
indicate the following information for those assignments that best 
illustrate staff capability to handle the position listed under point 
1.] 

 
Nature of assignment:     

Year:  

Location:  

Client:  

Positions held:     

Activities performed:     

 
7. Membership of Professional Associations: ______________________________    
8. Education [Indicate college/university and other specialized education of staff 

member, giving names of institutions, degrees obtained, and dates of obtainment] 
:_____________________________________________________ 
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9. Other Training [Indicate significant training since degrees under 8 - Education were 
obtained]: 

 
10. Languages [For each language indicate proficiency: good, fair, or poor in speaking, 

reading, and writing]:     
 
11. Certification: 
 

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly 
describes myself, my qualifications, and my experience. I understand that any wilful 
misstatement described herein may lead to my disqualification or dismissal, if engaged. 

 

 
[Signature of staff member or authorized representative of the staff]  
 
Date:  Day/Month/Year 

 
Full name of authorized representative:     
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Appendix C- Formats for Financial Proposal 

 
 
You are required to prepare and submit the Financial Proposal in a separate file from the Technical 
Proposal. 
 
The Financial Proposal must provide a cost breakdown and a payment schedule. Any estimates 
for cost-reimbursable expenses, should be listed separately and capped. The Financial Proposal 
should be exclusive of the taxes applicable in Kenya, ATIDI is exempt from paying taxes in 
members states. 
 
The Financial Proposal must also have the total consultancy fee summarized in addition to the 
break down covering the lump sum amount for purposes of determining the contract price. 
Financial Proposal Standard Forms shall be used for the presentation of the Financial Proposal. 
 
ATIDI is a privileged organization hence payments to suppliers will be exclusive of VAT. The 
suppliers/vendors at the point of sale (POS) will be required to generate zero-rated invoice(s) and 
to do the necessary requirements and issue ATIDI with a zero-rated invoice based on KRA 
requirements.  
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Form FIN-1: Financial Proposal Submission Form 

[Date] 
 
To: [Name and address of Client] 

 
 

We, the undersigned, offer to provide the consulting services for [Insert title of 
assignment] in accordance with your Request for Proposal dated [Insert Date] and our 
Technical Proposal. Our attached Financial Proposal is for the sum of [Insert amount(s) 
in words and figures]. 

 
Our Financial Proposal shall be binding upon us subject to the modifications 

resulting from Contract negotiations, up to expiration of the validity period of the 
Proposal. 
 
 
We understand you are not bound to accept any Proposal you receive. We remain, 

Yours sincerely, 

 
Authorized Signature [In full and initials]:                                                                      
Name and Title of Signatory:                                                                                        
Name of Firm: Address: 
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Form FIN-2: Summary of Costs 

 

Item 

No 
Description of activity 

Total fixed fee (USD) 

(Lump Sum, All Inclusive) 

1   

2   

3 
  

4 
Reimbursable  

Total financial proposal [USD] [Insert total lump sum price] 

 
Terms of Payment  
 
The Tenderer shall assume for the preparation of his Financial Proposal that payments will be 
made in the following sequence:  
 
Advance Payment: After signing of the contract the Consultant may claim an advance payment. 
Tenderers may request for advance payment up to 15% of the contract amount. The Bank 
Guarantee for advance payment should be valid for 90 days beyond the date for completion of 
the assignment.  
 
Instalments: The instalments shall be paid upon presentation of corresponding invoices as 
follows:  

• 15% on submission of Inception Report and Executive Summary Report acceptable to 
ATIDI. 

• 20% on submission of Summary of findings Report acceptable to ATIDI. 

• 20% on submission of detailed report of findings acceptable to ATIDI clearly showing the 
risks, business impact and threats. 

• 20% on submission of High-level report acceptable to ATIDI clearly detailing 
recommendations prioritized by Risk level.  

• 25% on submission of Final Report acceptable to ATIDI. 
 
If the Tenderer requests changes in the disbursement schedule, he has to justify such a request 
adequately in his Proposal as an option. 
 
If travel to Nairobi will be required and agreed, then ATIDI will pay for the cost of the air ticket 
economy class and accommodation in a reasonable hotel. 
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Appendix D - Evaluation of the proposals 

  
The proposals will be evaluated under the Quality-Cost Based selection method. 
 
The evaluation will be conducted in three (3) stages as shown below. Failure of a proposal at any 
stage shall prevent further consideration of the proposal at the next stage of evaluation. 
 

(i) Stage 1 – Preliminary/Eligibility evaluation – KYC 
The eligibility requirements shall be based on the requirements in the table below. You are 
required to comment against each criteria below or submit supporting documents. 
 

S/N Requirement Compliance status 
(yes/no/declare/submit 
supporting documents) 

1 Signed technical proposal submission form Submit completed form 

2 The bidder shall be solvent, and shall not be in 
receivership, bankrupt or wound up, shall not have its 
affairs administered by a court or judicial officer, or its 
business activities suspended or the subject of legal 
proceedings for any of the foregoing. 

must declare 

3 The bidder shall disclose any material information on 
the firm during the last 3 years including:  

• Sanctions 

• Litigations 

• Complaints 

• Investigations or proceedings 

• Legal/Tax/Compliance issues 

• Restructuring 

must declare 

4 The bidder shall not have any conflict of interest in 
relation to the procurement requirement 

Submit completed form 

5 The bidder shall not be involved in any money 
laundering activities. 

must declare 

6 The bidder must provide the following information: Submit each of required 
documents 

 • Name of individual(s) completing the 
proposal/contact person(s) with their full contact 
details 

 

 

• Firm’s name and full contact details including 
registered office address 

 

• Board Register (Name of Directors)   

• Share register stating detailed ownership (+ any 
material developments in the past three years) 

 

• Beneficial owners   

• Organizational chart of firm showing parent 
company and affiliates along with their location 
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• Notarized power of attorney (of authorized 
signatories plus corresponding Board resolution) 

 

• Certified copy of the company’s Professional 
Indemnity Insurance cover certificate 

 

7 Tax compliance certificate (where applicable) Submit copy 

 
Note: you can omit this stage 1 if you already provided this information under the previous tender. 

 
(ii) Stage 2 - Technical evaluation  

 
The technical proposals will be evaluated using the criteria and merit point system indicated in 
the table below. The minimum pass mark is 80%. 

 

Item Score (%) 

Specific experience of the firm relevant to the assignment 

• At least 7 years’ experience in similar project assignments. 

30 

Adequacy of the proposed methodology and work plan in responding to the 
Terms of Reference: 

a) Demonstrate clear understanding of the ToRs and present a clear 
approach and methodology in achieving the ToRs (10)  
b) Work plan/timelines in carrying out the assignment (10) 

20 

Key professional staff qualifications and competence for the assignment: 
a) Team Leader (Qualifications and experience) (30)  
b) Other team members (Qualifications and experience) (20)                                      
 

The number of points to be assigned to each of the above positions shall be 
determined considering the following three sub-criteria and corresponding 
percentage weights: 

1)  General and Professional qualifications (40) 
2)  Experience for the assignment (60) 

50 

Total 100 

 
(iii) Stage 3 - Evaluation of Financial Proposals  

The evaluation committee, after determining whether the financial proposals are complete and 
without computational errors, shall convert prices in various currencies to the common currency 
specified in the Data Sheet. The official selling rates used shall be provided by the source 
indicated in the Data Sheet and in effect on the date of submission of the proposals. The lowest 
financial proposal (Fm) shall be given a financial score (Sf) of 100 points. The financial scores of 
the other proposals shall be computed as follows: Sf = 100×Fm/F (in which Sf is the financial 
score, Fm is the lowest price and F the price of the proposal under consideration converted in the 
common currency).  
 
Final ranking of proposals - Proposals shall finally be ranked according to their combined 
technical (St) and financial (Sf) scores using the weights (T = the weight given to the technical 
proposal; P = the weight given to the financial proposal; T + P = 1) indicated in the Data Sheet:  
S=St x T% + Sf x P%  
T=70% - P=30% 
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Appendix E - Declaration of conflict of interests 

 
Notes: 

• You are required to identify any potential conflicts of interest that could arise in the 
provision of the services. 

• You are required provide sufficient detail of each interest (if any). 

• If in doubt as to whether a conflict of interests could arise, a declaration of the 
interests should be made. 

 
Interests that must be declared include the following: 

• The firm or any person employed or engaged by or otherwise connected with the firm 
has provided or is providing services or other work for ATIDI; 

• The firm or any relevant Person has any other connection with ATIDI, whether personal 
or professional, which the public could perceive may impair or otherwise influence 
ATIDI’s or any of its members’ or employees’ judgements, decisions or actions; 

 
Declarations: 

Name of Organization:  

Interests 

Type of Interest Details 

Provision of services or other work for ATIDI  

Any other connection with ATIDI, whether personal or professional, which 
the public could perceive may impair or otherwise influence ATIDI’s or any 
of its members’ or employees’ judgements, decisions or actions 

 

 

Name of Relevant Person [complete for all Relevant Persons] 

Interests 

Type of Interest Details Personal interest or that of a 
family member, close friend 
or other acquaintance? 

Provision of services or other work for ATIDI   

Provision of services or other work for any other firm in 
respect of this project 

  

Any other connection with ATIDI, whether personal 
or professional, which the public could perceive 
may impair or otherwise influence ATIDI’s or any of 
its members’ or employees’ judgements, decisions 
or actions 

  

To the best of my knowledge and belief, the above information is complete and correct. 
I undertake to update as necessary the information. 

 

We have identified/not identified the following conflict of interest ………………………………. 

Signed:  On behalf of:  Date: 
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Annex F - Model Advance Payment Guarantee 

 

Address of guarantor bank: ………………….. 
 
Address of beneficiary (client): ……………….. 

 
On ............................................. you concluded with (name and full address) 
.........................................................................................................................................................
.....................................……………………………………………………………………………………
………………….. (“Consultant”) a Contract for ………………………………………….. (Project, 
object of the Contract) at a price of................................................................ . 
 
According to the provisions of the contract, the Consultant receives an advance payment in 
the amount of .....................................................................................equalling 
………………………. % of the contract value, as an advance payment. 
 
We, the undersigned ……………………………………………………………………………….. 
(bank), waiving all objections and defences under the aforementioned Contract, hereby 
irrevocably and independently guarantee to pay on your first written demand any amount 
advanced to the Consultant up to a total of ............................................................ (in words 
………………………….) against your written declaration that the Consultant has failed to perform 
the aforementioned Contract. 
 
This guarantee shall come into force as soon as the advance payment has been credited to 
the account of the Consultant. This guarantee shall be automatically reduced pro rata in 
accordance with the payments performed. 
 
This guarantee shall expire not later than  ________by which date we must have received any 
claims by letter or coded telecommunication. 
 
It is understood that you will return this guarantee to us on expiry or after settlement of the total 
amount to be claimed hereunder. 
 
.................................................   ………………………………………… 
Place, Date      Guarantor 
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Appendix G- Contract 

 
 

TABLE OF CONTENTS 
 

Appendix A - Terms of Reference - Enterprise Cyber Security Review. ..................... 3 

Appendix B - Preparation of Technical proposals - Standard Forms .......................... 5 

Appendix C- Formats for Financial Proposal ................................................................... 13 

Appendix D - Evaluation of the proposals ........................................................................ 16 

Appendix E - Declaration of conflict of interests ............................................................ 18 

Annex F - Model Advance Payment Guarantee ............................................................... 19 

Appendix G- Contract ............................................................................................................. 20 

I. FORM OF CONTRACT .............................................................................................. 21 

II. GENERAL CONDITIONS OF CONTRACT ............................................................... 23 

III. SPECIAL CONDITIONS OF CONTRACT ................................................................ 31 

APPENDIX A - TERMS OF REFERENCE ..................................................................... 33 

APPENDIX B - REPORTS/OUTPUTS ........................................................................... 33 

APPENDIX C - KEY PERSONNEL ................................................................................. 33 

APPENDIX D - BREAKDOWN OF CONTRACT PRICE ............................................. 33 

APPENDIX E - SERVICES AND FACILITIES PROVIDED BY THE CLIENT .......... 33 

 

  



  
 
 

21 
Kenya Re Towers, 5th Floor, Upperhill, off Ragati Road, P.O. Box 10620 - 00100, Nairobi, Kenya  

T: +254 20 272 6999/+254 20 271 9727  E: info@atidi.africa  W. atidi.africa 

 
 
 
 

I. FORM OF CONTRACT 
 
This CONTRACT (hereinafter called the “Contract”) is made the  ______ day of the month of  
____ 2024, between, on the one hand, the African Trade Insurance Agency (operating under 
the commercial name of African Trade & Investment Development Insurance - ATIDI), a 
multilateral financial institution established by the Agreement establishing the African Trade 
Insurance Agency which was registered under Article 102 of the Charter of the United Nations 
and having its headquarters at Kenya Re Towers, 5th Floor, Upper Hill, off Ragati Road, P.O. Box 
10620, GPO 00100, Nairobi, Kenya (the “Client”) and, on the other hand, ____________, having 
its place of business at _________________________ (the “Consultant”).  
  

WHEREAS; 
 
(a) the Client has requested the Consultant to provide certain services as defined in this Contract 
(hereinafter called the “Services”); 
(b) the Consultant, having represented to the Client that they have the required professional 
skills, and personnel and technical resources, have agreed to provide the Services on the terms 
and conditions set forth in this Contract; 

 
NOW THEREFORE the parties hereto hereby agree as follows: 

1.   The following documents attached hereto shall be deemed to form an integral part of this 
Contract: 

(a) The General Conditions of Contract;  
(b) The Special Conditions of Contract; 
(c) The following Appendices: 

Appendix A: Terms of Reference 
Appendix B: Reporting Requirements 
Appendix C: Key Personnel 
Appendix D: Breakdown of Contract Price  
Appendix E: Services and Facilities Provided by the Client 
2.   The mutual rights and obligations of the Client and the Consultant shall be as set forth in the 
Contract, in particular: 
(a) The Consultant shall carry out the Services in accordance with the provisions of the 

Contract; and 
(b)  The Client shall make payments to the Consultant in accordance with the provisions of the 

Contract. 
(c)  In the event of any conflict between this Contract (or any portion thereof) and any other agreement 

or letter now existing or hereafter entered into between the African Trade Insurance Agency and 
___________, the terms of this Contract shall prevail. 
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IN WITNESS whereof the parties hereunto have caused this Contract to be executed in 
accordance with their laws the day and year first above written.   
 
SIGNED by:  
 
Signature:____________________________________________________________________ 
 
Name: Manuel Moses  Position: Chief Executive Officer 
 
On behalf of the African Trade Insurance Agency (ATIDI) (Client) 
 
In the presence of: 
 
Signature:____________________________________________________________________ 
 
Name: Linda Bwakira  Position: General Counsel & Corporate Secretary 
 
On behalf of the African Trade Insurance Agency (ATIDI) (Client) 
 
Signed, by: 
 
 
Signature:____________________________________________________________________ 
 
 
Name:   Position:   
 
On behalf of, ____________ (the Consultant) 
 
In the presence of: 
 
Signature:____________________________________________________________________ 
 
Name: ______________   Position: _______________________  
 
On behalf of, _________________________ (the Consultant) 
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II. GENERAL CONDITIONS OF CONTRACT 
 
(The General Conditions of Contract (“GCC”) shall not be modified) 
 
1. General Provisions 
 
1.1 Definitions 
 
Unless the context otherwise requires, the following terms whenever used in this Contract have 
the following meanings: 
 
a)  “Applicable Law” means the laws and any other instruments having the force of law in 

Wales and England as they may be issued and in force from time to time; 
 
b)  “Confidential Information” has the meaning given in Clause 3.3. 
 
c)  “Contract” means the Contract signed by the Parties, to which these General Conditions 

of Contract (GC) are attached, together with all the documents listed in Clause 1 of such 
signed Contract; 

 
d)  “Contract Price” all charges for professional services, costs and disbursements which 

have been demonstrably reasonably and necessarily incurred; 
 

e)     “Client” means the African Trade Insurance Agency; 
 
f)  “foreign currency” means any currency other than the currency of Kenya; 
 
g)   “GC” means these General Conditions of this Contract; 
    
h) "Member", in case the Consultant consist of a joint venture of more than one entity, 

means any of these entities; "Members" means any of these entities, and "Member in 
charge" means the entity specified in the SC to act on their behalf in exercising all the 
Consultant' rights and obligations towards the Client under this Contract; 

 
i) "Party" means the Client or Consultant, as the case may be, and "Parties" means both of 

them 
 
j)  “SC” means the Special Conditions of this Contract 
 
k)   “Services” means the work to be performed by the Consultant pursuant to the Contract. 
 
1.2   Law Governing the Contract 
This Contract, its meaning and interpretation, and the relation between the Parties shall be 
governed by the Applicable Law. 
 
1.3   Language 
This Contract has been executed in the language specified in the SC, which shall be the binding 
and controlling language for all matters relating to the meaning or interpretation of this Contract. 
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1.4   Notices 
Any notice, request, or consent made pursuant to this Contract shall be in writing and shall be 
deemed to have been made when delivered in person to an authorized representative of the Party 
to whom the communication is addressed, or when sent by registered mail or email to such Party 
at the address specified in the SC. 
 
1.5   Location 
The Services shall be performed at such locations as are specified in Appendix A and Appendix F 
and, where the location of a particular task is not so specified, at such locations, whether in Kenya 
or elsewhere, as the Client may approve. 
 
1.6   Authorized representatives 
Any action required or permitted to be taken, and any document required or permitted to be 
executed, under this Contract by the Client or the Consultant may be taken or executed only by 
the authorized representatives/ officials specified in the SC. 
 
1.7   Taxes and Duties 
Unless otherwise specified in the SC, the Consultant, Sub consultants, and their Personnel shall 
pay such taxes, duties, fees, and other impositions as may be levied under the Applicable Law, 
the amount of which is deemed to have been included in the Contract Price. 

 
2.  COMMENCEMENT, COMPLETION, MODIFICATION, AND TERMINATION OF CONTRACT 
 
2.1   Effectiveness of Contract 
This Contract shall come into effect on the date the Contract is signed by both parties or such 
other later date as may be stated in the SC. 
 
2.2   Commencement of Services   
The Consultant shall begin carrying out the Services after the date the Contract becomes effective, 
or at such other date as may be specified in the SC. 
 
2.3   Expiration of Contract 
Unless terminated earlier pursuant to Clause 2.6, this Contract shall terminate at the end of such 
time period after the Effective Date as is specified in the SC. 
 
2.4   Modification 
Modification of the terms and conditions of this Contract, including any modification of the scope 
of the Services or of the Contract Price, may only be made by written agreement between the 
Parties. 
 
2.5  Force Majeure 
 
2.5.1  Definition 
For the purposes of this Contract, “Force Majeure” means an event which is beyond the 
reasonable control of a Party and which makes a Party’s performance of its obligations under the 
Contract impossible or so impractical as to be considered impossible under the circumstances. 
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2.5.2  No Breach of Contract 
The failure of a Party to fulfill any of its obligations under this Contract shall not be considered to 
be a breach of, or default under, this Contract insofar as such inability arises from an event of 
Force Majeure, provided that the Party affected by such an event (a) has taken all reasonable 
precautions, due care and reasonable alternative measures in order to carry out the terms and 
conditions of this Contract, and (b) has informed the other Party as soon as possible about the 
occurrence of such an event. 
 
2.5.3  Extension of Time 
Any period within which a Party shall, pursuant to this Contract, complete any action or task, shall 
be extended for a period equal to the time during which such Party was unable to perform such 
action as a result of Force Majeure. 
 
2.6   Termination 
 
2.6.1  By the Client 
The Client may terminate this Contract, by not less than thirty (30) days’ written notice of 
termination to the Consultant, to be given after the occurrence of any of the events specified in 
paragraphs (a) through (c) of this Clause 2.6.1 and thirty five (35) days’ in the case of the event 
referred to in (d): 
 
(a) if the Consultant do not remedy a failure in the performance of their obligations under the 

Contract, within thirty (30) days after being notified or within any further period as the Client 
may have subsequently approved in writing; 

 
(b)   if the Consultant become insolvent or bankrupt; 
 
(c) if, as the result of Force Majeure, the Consultant is      unable to perform a material portion 

of the Services for a period of not less than sixty (60) days; or 
 
(d)   if the Client, in its sole discretion, decides to terminate this Contract for reasons including 

but not limited to debarment or sanctions imposed on the Consultant by either local or 
international bodies including but not limited to the United Nations Security Council 
(UNSC), United States Department of the Treasury's Office of Foreign Assets Control 
(OFAC), United Kingdom Office of Financial Sanctions Implementation (OFSI)/HM 
Treasury, the European Union (EU) and the World Bank.   

 
2.6.2  By the Consultant 
The Consultants may terminate this Contract by not less than thirty (30) days written notice to the 
Client, such notice to be given after the occurrence of any of the events specified in paragraphs 
(a), (b), (c) and (d) of this Clause 2.6.2: 
 

a) if the Client fails to pay any monies due to the Consultant pursuant to this Contract and 
not subject to dispute pursuant to Clause 7 within forty-five (45) days after receiving written 
notice from the Consultant that such payment is overdue; or 
 

b) if, as the result of Force Majeure, the Consultant is      unable to perform a material portion 
of the Services for a period of not less than sixty (60) days. 
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c) If the Client becomes insolvent or bankrupt; 

 
d) The Consultant may terminate this Contract, or any particular Services, immediately upon 

written notice to the Client if the Consultant reasonably determines that it can no longer 
provide the Services in accordance with applicable law or professional obligations.  

 
2.6.3   Payment upon Termination 
Upon termination of this Contract pursuant to Clauses 2.6.1 or 2.6.2, the Client shall make the 
following payments to the Consultant: remuneration pursuant to Clause 6 for Services 
satisfactorily performed prior to the effective date of termination. 
 
3. OBLIGATIONS OF THE CONSULTANT 
 
3.1   General 
The Consultant shall perform the Services and carry out their obligations with all due diligence, 
efficiency, and economy, in accordance with generally accepted professional techniques and 
practices, and shall observe sound management practices, and employ appropriate advanced 
technology and safe methods. The Consultant shall always act, in respect of any matter relating 
to this Contract or to the Services, as faithful advisers to the Client, and shall at all times support 
and safeguard the Client’s legitimate interests in any dealings with Sub-consultants or third 
parties. 
 
3.2   Conflict of Interests 
 
3.2.1  Consultants Not to Benefit from Commissions, Discounts, etc. 
The remuneration of the Consultant pursuant to Clause 6 shall constitute the Consultant’ sole 
remuneration in connection with this Contract or the Services, and the Consultant shall not accept 
for their own benefit any trade commission, discount, or similar payment in connection with 
activities pursuant to this Contract or to the Services or in the discharge of their obligations under 
the Contract, and the Consultant shall use their best efforts to ensure that the Personnel, any 
Subconsultants, and agents of either of them similarly shall not receive any such additional 
remuneration. 
 
3.2.2  Consultants Not to Be Otherwise Interested in Project 
The Consultant agree that, during the term of this Contract and for a period of six (6) months after 
its termination, the Consultant, as well as any Subconsultant, shall be disqualified from providing 
goods, works, or services (other than the Services and any continuation thereof) for any project 
resulting from recommendations made by the consultant in the cause of provision of the services. 
 
3.2.3  Prohibition of Conflicting Activities 
Neither the Consultant nor their Sub-consultants nor the Personnel shall engage, either directly 
or indirectly, in any of the following activities: 
a)   during the term of this contract, any business or professional activities that would conflict with 

the activities assigned to them under this Contract; or 
b)  after the termination of this contract, such other activities as may be specified in the SC. 
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3.3 Confidentiality 
3.3.1. Except as otherwise permitted by this Contract, the Consultant and the Personnel shall not, 
either during the term or within two (2) years after the expiration of this Contract, communicate to 
any person or entity any Confidential Information acquired in the course of the Services, nor shall 
the Consultant and the Personnel make public the recommendations formulated in the course of, 
or as a result of, the Services or the Client's business or operations without the prior written 
consent of the Client. Either of the Parties may, however, disclose the information to the extent 
that it: 
(a) is or becomes public other than through a breach of this Contract,   
(b) is subsequently received by the recipient from a third party who, to the recipient’s knowledge, 
owes no obligation of confidentiality to the disclosing party with respect to that information,   
(c) was known to the recipient at the time of disclosure or is thereafter created independently,  
(d) is disclosed as necessary to enforce the recipient’s rights under this Contract      or   
(e) must be disclosed under applicable law, legal process, insurance purposes or professional 
regulations. 
 
3.3.2 "Confidential Information" means all confidential information relating to the consultancy, 
which the Client directly or indirectly discloses, or makes available, by any means, to the 
Consultant on or after the date of this Agreement. This includes, without limitation:  
(a) the fact that discussions and negotiations are taking place concerning the consultancy and 

the status of those discussions and negotiations;  
(b) any financial, strategic, technical, commercial, geological and scientific information, designs, 

software, know-how, trade secrets and data of the Client including personal data; and 
(c) any information (including personal data) relating to the business, assets, affairs, customers, 

clients, suppliers, sovereign and non-sovereign operations, including but not confined to 
internal ratings, country exposures, operational country limits, historical loss experience, 
payment delays and defaults, and internal appraisal reports of the Client,  

 
3.3.3 Either of the Parties may use electronic media to correspond or transmit information and 
such use will not in itself constitute a breach of any confidentiality obligations under this Contract. 
 
3.3.4 The Consultant shall be responsible for maintaining the confidentiality of Client Information 
regardless of by whom such Information is Processed on behalf of the Consultant. 
 
3.4   Insurance to Be Taken Out by the Consultant 
The Consultant (a) shall take out and maintain at their own cost but on terms and conditions 
approved by the Client, insurance against the risks, and for the coverage, as shall be specified in 
the SC; and (b) at the Client’s request, shall provide evidence to the Client showing that such 
insurance has been taken out and maintained and that the current premiums have been paid. 
 
3.5   Consultants’ Actions Requiring Client’s Prior Approval 
The Consultant shall obtain the Client's prior approval in writing before taking any of the following 
actions: 
 
a) entering into a subcontract for the performance of any part of the Services, 
 
b) appointing such members of the      personnel not listed by name in Appendix C ("Key Personnel 
and Sub-consultants). 
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3.6   Reporting Obligations 
The Consultant shall submit to the Client the reports and documents specified in Appendix B in 
the form, in the numbers, and within the periods set forth in the said Appendix. 
 
3.7   Documents Prepared by the Consultant to Be the Property of the Client 
All plans, drawings, specifications, designs, reports, and other documents and software submitted 
by the Consultant in accordance with Clause 3.6 shall become and remain the property of the 
Client, and the Consultant shall, not later than upon termination or expiration of this Contract, 
deliver all such documents and software to the Client, together with a detailed inventory thereof. 
The Consultant may retain a copy of such documents and software. Restrictions about the future 
use of these documents, if any, shall be specified in the SC. 
 
4. CONSULTANTS' PERSONNEL 
 
4.1   Description of Personnel 
The titles and agreed job descriptions in the carrying out of the Services of the Consultant’s Key 
Personnel are described in Appendix C. The Key Personnel listed by title as well as by name in 
Appendix C are hereby approved by the Client. 
 
4.2   Removal and/or Replacement of Personnel 
 
(a) Except as the Client may otherwise agree, no changes shall be made in the Key Personnel. 

If, for any reason beyond the reasonable control of the Consultant, it becomes necessary 
to replace any of the Key Personnel, the Consultant shall provide as a replacement a person 
of equivalent or better qualifications. 

 
 (b) If the Client finds that any of the Personnel have (i) committed serious misconduct or have 

been charged with having committed a criminal action, or (ii) have reasonable cause to be 
dissatisfied with the performance of any of the Personnel, then the Consultant shall, at the 
Client’s written request specifying the grounds therefore, provide as a replacement a person 
with qualifications and experience acceptable to the Client. 

 
(c) The Consultant shall have no claim for additional costs arising out of or incidental to any 

removal and/or replacement of Personnel. 
 

5. OBLIGATIONS OF THE CLIENT 
 
5.1   Assistance and Exemptions 
The Client shall use its best efforts to assist with exemptions as specified in the SC. 
 
5.2   Services and Facilities 
The Client shall make available to the Consultant the Services and Facilities listed under Appendix 
E. 
 
6. PAYMENTS TO THE CONSULTANT 
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6.1   Remuneration 
The Consultant’s remuneration shall be a lumpsum amount and shall be based on the agreed 
fees in providing the services and shall include staff costs, printing, communications and all other 
costs incurred by the Consultant in carrying out the Services described in Appendix A. The 
Contract Price may only be increased above the amounts stated in Clause 6.2 if the Parties have 
agreed to additional payments in accordance with Clause 2.4. 
 
6.2   Contract Price 
 
(a) The price payable in foreign currency is set forth in the SC.  
(b) The price payable in local currency is set forth in the SC. 
 
6.3   Payment for Additional Services 
For the purpose of determining the remuneration due for additional services as may be agreed 
under Clause 2.4., a breakdown of the lump sum price is provided in Appendices D. 
 
6.4   Terms and Conditions of Payment 
Payments will be made to the account of the Consultant and according to the payment schedule 
stated in the SC.   Request for advance payment shall be made against the provision by the 
Consultant of a bank guarantee for the same amount, and shall be valid for the period stated in 
the SC. Any other payment shall be made after the conditions listed in the SC for such payment 
have been met, and the Consultant have submitted an invoice to the Client specifying the amount 
due. 
 
6.5 The remuneration shall be exclusive of VAT. The amount also excludes any additional local 
taxes or withholding taxes that are payable by the Client to the relevant authorities. 
 
6.6 The Client bears exclusive responsibility for carrying all transaction costs/charges for the 
payment. The Consultant will not be held responsible for such charges. Non-compliance will result 
in the Consultant invoicing the Client for any difference. 
 
6.7        Interest on Delayed Payments 

  If the Client has delayed payments after the due date stated in the SC, interest shall be paid to 
the Consultant for each day of delay at the rate stated in the SC. 
 
7. FRAUD AND CORRUPTION 
Any act of corruption, bribery, fraud concerning the Client (ATIDI) or the Supplier/Consultant will 
authorize either party to terminate this Contract without prior notice. 
 
8. LIABILITY & INDEMNITY 
 
8.1 Unless specifically otherwise agreed with the Client (ATIDI) in writing, the Consultant’s 
responsibility for the performance of the Services is to ATIDI and ATIDI alone.  
 
8.2 Unless specifically otherwise agreed with the Consultant in writing, any unauthorized 
disclosure of this Contract or data or information arising from it by the Consultant to third parties, 
the Consultant agrees to indemnify the Client, against all claims by third parties, and resulting 
liabilities, losses, damages, costs and expenses (including reasonable external and internal legal 
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costs) arising out of such unauthorized disclosure. 
 
9.  SETTLEMENT OF DISPUTES 
 
9.1   Amicable Settlement 
The Parties shall use their best efforts to settle amicably all disputes arising out of or in connection 
with this Contract or its interpretation. 
 
9.2   Dispute Settlement 
Any dispute between the Parties as to matters arising pursuant to this Contract that cannot be 
settled amicably within thirty (30) days after receipt by one Party of the other Party’s request for 
such amicable settlement may be submitted by either Party for settlement in accordance with the 
provisions specified in the SC. 
 
10.  INTELLECTUAL PROPERTY  
It is acknowledged and agreed by the Parties that nothing in this Contract shall affect either Party’s 
ownership of any Intellectual Property Rights which exist as of the date of this Contract or will be 
generated independent of this Contract thereafter.  
 

11. REPRESENTATIONS AND WARRANTIES  
Each Party represents and warrants that it has the authority necessary to enter into this Contract, 
and to do all things necessary to procure the fulfilment of its obligations in terms of this Contract. 
 
12. DATA PROTECTION   
12.1  Each Party acknowledges that the Confidential Information may contain personal data, the 

handling or processing of which may be subject to statutory or regulatory data protection 
requirements in any relevant jurisdiction. Each Party agrees that it will take appropriate 
measures to ensure compliance with all such data protection requirements. 
 

12.2  Each Party further undertakes to ensure that it will take appropriate technical and 
organisational measures against the unauthorised or unlawful processing of personal data 
and against the accidental loss or destruction of, or damage to, the personal data: 
including: 
(a)  taking reasonable steps to ensure the reliability of any employees who have access 

to such personal data; and 
(b)  ensuring a level of security appropriate to the harm that may result from such 

unauthorised or unlawful processing or accidental loss, destruction or damage and 
appropriate to the nature of such personal data. 
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III. SPECIAL CONDITIONS OF CONTRACT 

 
 
These Special Conditions of Contract delete, amend or add to the clauses in the General 
Conditions of Contract. In the event of an inconsistency, these Special Conditions of Contract 
shall take precedence over the General Conditions of Contract to the extent of that 
inconsistency. These Special Conditions of Contract intend to supplement, but not over-write 
or otherwise contradict, the General Conditions. 
 
Number of Amendments of, and Supplements to, Clauses in the General Conditions 
GC 

 
  1.3 The language is: English 
 
1.4 The addresses are: 

 
For the Client: The African Trade Insurance Agency (ATIDI), Kenya Re 
Towers, 5th Floor, Upperhill, off Ragati Road, P.O. Box 10620-00100, 
Nairobi, Kenya  
Email address:  
 
For the Consultant:  
Attention:  
Email address:  
      

1.6 The Authorized Representatives are: 
 

    For the Client: __________________ 
 

For the Consultant:  
 
1.7 Payment to the Consultant will be exclusive of local VAT in Kenya. As ATIDI 

is exempted from WHT, invoice amount will be presented net of WHT. Should 
any unforeseen taxes apply, the invoiced values shall be grossed up 
accordingly. 

 
 ATIDI is a privileged organization hence payments to suppliers will be 

exclusive of VAT. The suppliers/vendors at the point of sale (POS) will be 
required to generate zero-rated invoice(s) and to do the necessary 
requirements and issue ATIDI with a zero-rated invoice based on KRA 
requirements. 

 
2.1 The date on which this Contract shall come into effect is: ______________ 

 
2.2 The date for the commencement of Services is:  _____________________ 

 
2.3 The period shall be:  
 
3.4 The risks and insurance coverage shall be: n/a 

 
3.7 “The Consultant shall not use these documents for purposes unrelated to 

this Contract without the prior written approval of the Client.” 
 
5.1 Not applicable 
 

     6.1 The Consultant’s remuneration shall be a lump sum amount and shall 
include reimbursable costs except air ticket costs and accommodation in 
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case the consultant is required to travel outside Nairobi, Kenya. If required 
to travel, then such costs will be at cost for an economy class air ticket and 
appropriate accommodation.  

 
6.2 (a) The amount in foreign currency or currencies is: refer to appendix D. 

 
6.2 (b) The amount in local currency is: Not applicable. 
 
6.4 Payment terms:  

 
6.5 Payments shall be made within 30 days of receipt of the invoice.           

 
     The interest rate is: Not applicable.  

 
8.2 The Consultant’s liability shall be limited to the Contract value           

 
9.2 Any dispute, controversy or claim arising out of or relating to this Contract of 

the breach, termination or invalidity thereof, between the Parties shall be 
resolved by Arbitration under UNCITRAL Rules which Rules are deemed to 
be incorporated by reference into this clause. The venue of arbitration shall 
be Nairobi, Kenya. The applicable law shall be the laws of England and 
Wales. The proceedings shall be held in the English language. The arbitration 
award shall be final, binding and not subject to appeal. 
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APPENDIX A - TERMS OF REFERENCE 
 

APPENDIX B - REPORTS/OUTPUTS 
 

APPENDIX C - KEY PERSONNEL 
 

S/N Name Position 

1   

2   

3   

4   

5   

6   

 
APPENDIX D - BREAKDOWN OF CONTRACT PRICE 

 
APPENDIX E - SERVICES AND FACILITIES PROVIDED BY THE CLIENT 

 
 
 

 
 


